Many countries and regions enjoy tremendous benefits from rapid development of the Internet. However, most of them also suffer from all types of cyber attacks such as Internet fraud and phishing. The situation is particularly serious in the United States and China.
Online discussion forums bridge a gap between strangers. Some people with malicious and deliberate intent make use of the discussion forum to do something illegal or spread malicious content. Some notable sockpuppet examples involving public figures have been reported. Sockpuppet is an online identity used for purposes of deception (i.e., create fake identities and pretend to be different persons). For example, some people make use of sockpuppets to cheat users in online discussion forum to believe in fake products or a high-return low-risk investment scheme.
As far as we know, sockpuppet is a relatively new topic and thus has not been studied well in up-todate research literature. This talk focuses on sockpuppets detection in online discussion forums. It proposes an automatic system which continuously downloads postings from 11 popular discussion forums in Hong Kong, and stores the postings in the database. Then some computation methods are proposed to detect online sockpuppets that occur in one discussion forum as well as different discussion forums by using the data stored in the datebase. The experimental results (based on millions of real postings) shows that our methods are effective to detect sockpuppets.
